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Abstract. Active networks consist of traditional routers and active network nodes (ANN). Some aspects of active
networks operation, e.g. security and interoperability, require each ANN to know its neighbour ANNs. However,
neighbour ANNs are not directly connected, i.e. there may be one or more plain routers between them. This makes
the discovery of neighbour ANNs a non trivial task and fundamentally different from physical neighbour
discovery. In this paper we present a network protocol for automatic discovery of neighbour ANNs.

Key words: neighbour discovery, active networks, network protocol, self-organising networks

Odkrivanje sosednjih aktivnih vozlišč v aktivnih omrežjih

Povzetek. Aktivna omrežja so sestavljena iz navadnih usmerje-
valnikov in aktivnih vozlišč (AV). Zaradi nekaterih vidikov de-
lovanja aktivnih omrežij, npr. varnosti in medsebojne obratoval-
nosti, mora vsako AV poznati sosedna AV. Vendar pa sosedni
aktivni vozlišči na splošno nista neposredno povezani, t.j. med
njima je lahko eden ali več usmerjevalnikov. Posledično je od-
krivanje sosednih AV netrivialno in se bistveno razlikuje od od-
krivanja sosednih usmerjevalnikov. V tem prispevku predstav-
ljamo omrežni protokol za samodejno odkrivanje sosednih AV.

Ključne besede: odkrivanje sosedov, aktivna omrežja, omrežni
protokol, samoorganizirajoča omrežja

1 Introduction

The main goal of active networks is to enable fast, sim-
ple, and cost-effective deployment of new functionality
in production routers and networks. This goal is facil-
itated with advanced routers based on a novel architec-
ture, which enables installation and execution of pro-
grams within routers [16, 18]. These advanced routers
with programming facilities are known as active network
nodes (ANN). Each active node runs a Node Operating
System (NodeOS) and one or more Execution Environ-
ments (EE) [5].

NodeOS is responsible for controlling the use of
node’s resources by other components. An EE imple-
ments a virtual machine which processes the packets and
interprets active code. Each EE defines a different model
of router programmability and these models are not inter-
operable. The architecture of an active node allows for
multiple EEs to coexist in a single active node. Finally,
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each EE can run a multitude of active codes, which pro-
vide novel and/or user specific end-to-end network ser-
vices for the users and their applications.

In general, active networks consist of passive nodes
(routers) and ANNs. ANNs distinguish themselves from
traditional routers in that they provide additional func-
tionality, which is not present in routers. Thus, a collec-
tion of ANNs in an active network form an overlay net-
work of its own, which we call an active overlay.

An active overlay acts as a distributed system, so
ANNs must operate in an organised and coordinated man-
ner. However, the underlying IP infrastructure is highly
dynamic, so it is desirable that active overlay be capa-
ble of self-organising and adapting to these changes, with
minimum or no need for manual (re)configuration and
maintenance by network operators.

Discovery of neighbour ANNs is one aspect of organ-
ised operation of ANNs. For example, the work on active
networks security indicates that per-hop encryption may
be required for protecting the integrity of active packets
and active code [12, 15]. Per-hop encryption requires an
ANN to establish a secret key with each of its neighbours.
Consequently, an ANN needs to discover its neighbours
to be able to run standard key-exchange protocols with
them. In addition, some applications may require an ANN
to consider EE availability when routing and forwarding
packets. Thus, an ANN has to keep several lists of neigh-
bour ANNs, one per each EE type. Then the EE specific
routing and forwarding can consult the information in the
neighbour list for the respective EE.

In an active overlay neighbours are generally not di-
rectly connected, i.e. there may be one or more plain
routers between them. This makes neighbour discovery in
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Figure 1. General protocol message format

an active overlay a non-trivial problem and fundamentally
different from physical neighbour discovery. The neigh-
bour relation between a pair of ANNs in an active overlay
is defined by the underlying IP network. Two nodes A1
and A2 are neighbours in an active overlay if IP routes are
defined such that there are no other ANNs on the path that
packets traverse between A1 and A2.

2 A protocol for neighbour discovery in active
overlays

We have developed a protocol for automatic discovery of
neighbour ANNs [14]. In this section we give a short
overview of the protocol.

The protocol has three operation modes, which run in
parallel: node advertisements, discovery handshake, and
heartbeat exchange. The protocol uses four messages.
The general format of a protocol message, which is com-
mon across all messages, is depicted in figure 1.

The protocol message comprises a header and a body.
The message header is common to all protocol messages,
while messages differ by the format and semantics of the
message body. Due to space constraints, we only describe
the most important header fields.

Message Type (MT, 4 bits): Specifies the type of the pro-
tocol message.

Intermediary (I, 1 bit): The main purpose of this flag is to
trigger the discovery handshake, if set in the Heart-
beat message.

Overlay ID (32/128 bits): An identifier of the active
overlay.

Source ID (32/128 bits): Identifier of the source node
(see next paragraph).

A protocol message can contain one or more node IDs.
A node ID is one of the addresses assigned to the node.
A node can have several network interfaces, each with a
different address assigned to it. However, nodes use a
single, globally unique ID to identify themselves to other
nodes. For example, much like in the OSPF routing pro-
tocol [11], a node can select its ID to be the lowest or the
highest among its IP-addresses.

The format of all node ID fields in the message is de-
termined by the value of the Address Type (AT) field in
the header. Currently, the message can carry either a 32
bit IPv4 address or a 128 bit IPv6 address, which is de-
fined by the value of the header field AT.

2.1 Node advertisements

An active node periodically sends the advertisement to
an emulated communications bus, which then delivers the
advertisement to all other ANNs connected to the bus.
There is one emulated bus per active overlay.

The implementation of emulated communications bus
is based on multicast [9]. Each active overlay uses one
multicast group for coordination between ANNs. All
members of the specific active overlay must join the re-
spective multicast group. Where multicast is unavailable,
it can be augmented with server based message distribu-
tion to members of an active overlay.

Active nodes advertise themselves with the
Hello World protocol message, which is identified
by the value MT = 1 and has an empty message body.

When the Hello World message arrives, the receiving
node X only starts a discovery handshake with sending
node Y, if it does not already keep state for that node, i.e.
keep it in neighbour list or keep state on a running hand-
shake with Y. In this case the receiving node starts the
handshake with probability p, which is used to address
the problem of handshake synchronization: if there are N
members of the active overlay, then on average only p∗N
nodes start a discovery handshake with sender Y simul-
taneously. The timeout value TOHW defines the length
of the period between the transmission of two successive
messages Hello World by a node.

2.2 Discovery handshake

The core of the protocol involves an exchange of two
messages between the node which initiates the handshake
(poller) and the node which responds (responder). The
Hello message is sent by the poller and the responder
returns the Hi message in response. Both messages are
processed and modified by every active node en route be-
tween the poller and the responder.
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The Hello message is identified by the value MT = 2.
The body of the message contains two additional fields:
the Destination ID and the Hop ID. Destination ID is the
identifier (address) of the responder. Hop ID is the iden-
tifier of the current hop active node en route between the
initiator and responder.

Upon reception of the Hello message the node first
verifies the checksum and the overlay ID. Then it adds
the previous hop ANN (Hop ID) to the neighbour list, if
it is not already there. Finally, the node replaces the Hop
ID value with its own identifier and forwards the Hello
message to its destination.

The Hi message has the same format, except for the
value of MT = 3. A node only transmits the Hi message
as a response to the poller’s Hello message. The Hi mes-
sage is processed in a very similar manner as the Hello
message.

The discovery handshake uses timeouts, retransmis-
sions, and implicit acknowledgements to provide reliable
message delivery service best suited to its needs. Use of
TCP for this purpose is inappropriate for two reasons: its
overhead is unacceptably high and its reliability service is
not well suited for discovery handshake.

Reliable delivery is controlled by the poller according
to the algorithm in figure 2. It uses the timer TH and
the timeout value TOH to detect message loss. It also
uses the retransmit counter NH and the retransmit limit
NH MAX to guarantee convergence.

Algorithm 1
1. NH ← 0
2. while NH < NH MAX

3. do reset timer TH
4. send Hello message
5. if Hi message received before TH times out
6. then stop
7. else increment NH

Figure 2. Control of handshake reliability by the poller

Note that situations can arise, where the poller re-
ceives the Hi message after it has concluded the discovery
handshake. The poller must silently drop an unexpected
Hi message.

2.3 Heartbeat exchange

A node periodically sends the Heartbeat message to each
of its known virtual neighbours to indicate that it is still
alive. The Heartbeat message is identified by the value
MT = 4. The body of the message only contains the ad-
dress of the destination node (Destination ID). This mes-
sage is also processed by all active nodes en route to des-
tination. It is used for detecting changes in the network
and for triggering the discovery handshake in this case.

A node knows that it is intermediary, if its ID is not
equal to the Destination ID in the Heartbeat message. If
two nodes exchange Heartbeats, then they are neighbours
and there should be no intermediate ANNs between them.
Therefore every intermediate ANN sets the I flag in Heart-
beat, thus indicating that the network change occured and
that the receiver should start a discovery handshake.

The receiving node uses the Heartbeat message to re-
fresh the state on the sending neighbour in its neighbour
list and to trigger a discovery handshake with the send-
ing node, if necessary. It uses the timer THB and the
corresponding timeout value TOHB for aging an entry in
the neighbour list. It also uses the counter of consecutive
missing Heartbeats from the source NHB and the maxi-
mum limit on this count NHB MAX to guarantee conver-
gence. The receiver first verifies the checksum and over-
lay ID and then processes the Heartbeat as depicted in
figure 3.

Algorithm 2
1. NHB ← 0
2. while NHB < NHB MAX
3. do reset timer THB
4. if heartbeat received before THB times out
5. then reset counter NHB
6. get the value of the intermediary flag

I from the message header
7. get the source ID from the message

body
8. if the I flag is set
9. then remove entry for source ID

from the neighbour list
10. start discovery handshake with

source
11. stop
12. else increment counter NHB
13. remove entry from the neighbour list

Figure 3. Processing of the Heartbeat message by the receiver

Note that situations can arise, where a node X re-
ceives the Heartbeat from some unknown node Y. When-
ever such situation occurs at node X, it must initiate a new
discovery handshake with node Y by sending the Hello
message to Y.

3 Prototype implementation and experimental
results

We have developed a proof-of-concept implementation of
the protocol with the ANTS toolkit [19]. Each protocol
message has been implemented in the form of a distinct
ANTS capsule with simple forwarding routine. The core
of the protocol has been implemented as a separate mo-
dule, which operates on top of the ANTS system and pro-
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vides features for neighbour discovery in an active over-
lay.

With the prototype, we were able to demonstrate the
validity of the principles behind the discovery protocol,
which were presented in this paper. Additionally, we have
done some initial experiments with the protocol proto-
type. We were primarily interested in the impact of pro-
tocol parameters on protocol convergence delay. We have
observed the operation of the protocol in a controlled en-
vironment of a single branch of an active overlay, where
we introduced basic types of network perturbations in
a controlled manner and measured the convergence de-
lay. We tried to experimentally estimate the upper bounds
on the neighbour discovery protocol convergence delay,
given the values of protocol parameters.

It is sufficient to observe only two basic types of net-
work perturbations, which we call representative pertur-
bation types: addition of a new ANN and removal of an
existing ANN. Other types of basic network perturbations
are generally equal to the combination of these two.

When an ANN is removed from an active overlay, the
upper bound on the convergence delay is given with (1).
The protocol converges when node X deletes Y from its
neighbour list. The neighbour discovery protocol always
converges, when a node is removed from an active over-
lay, therefore (1) is a deterministic upper bound on con-
vergence delay. As an example, the typical values of
TOHB = 10s and NHB MAX = 3 yield the determin-
istic upper bound on convergence delay at ANN removal
of TDC MAX = 30s.

TDC MAX = NHB MAX ∗ TOHB (1)

TUC MAX = N ∗ TOHW + NH MAX ∗ TOH (2)

However, due to probabilistic aspects of its opera-
tion, the neighbour discovery protocol does not neces-
sarily converge, when a new ANN is added to an active
overlay. Therefore we talk of probabilistic upper bound
on protocol convergence delay in this case. The proba-
bilistic upper bound is defined such, that (a) a sufficiently
high convergence probability is chosen, e.g. 99%, which
is considered as an event of protocol convergence, (b)
from experimental results, the required number N of pe-
riods TOHW is obtained, which yields the given conver-
gence probability, and (c) given N and other protocol pa-
rameters, the upper bound on convergence delay is then
obtained from (2). The first factor in (2) represents the
delay till the start of the successful handshake, while the
second factor represents the maximum time required for
the successful handshake to complete.

In every experiment we have fixed the protocol pa-
rameter values and repetitively measured the convergence
delay TUC MAX(N). We then used (2) to calculate the

corresponding value of N for each data sample. Thus,
relative frequencies fC(N) of different values of N have
been obtained for every experiment. In a large number of
experiment repetitions these relative frequencies converge
towards the protocol convergence probability PC(N).
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Figure 4. Impact of parameter NH MAX on protocol conver-
gence probability, when a new ANN is added

The impact of parameter NH MAX on protocol con-
vergence probability is depicted in figure 4. With typi-
cal losses in the network (pLOSS = 2%), convergence
probability is practically not affected by NH MAX , as in-
dicated by the results. However, it is still beneficial to
allow at least one retransmission of the Hello message
(NH MAX = 2) to make the protocol more robust to oc-
casional periods of congestion, when loss probability in
the network increases temporarily.

To illustrate the typical values of upper bound on pro-
tocol convergence delay when a new ANN is added, con-
sider the following. In case that convergence probabil-
ity of 99% is required, the results in figure 4 suggest that
N = 7 periods TOHW are required for the protocol to
converge with this probability. Given this value of N and
typical values of TOHW = 5s, TOH = 1s, (2) yields the
probabilistic upper bound on protocol convergence delay
of TUC MAX = 37s. The value of TOH must be higher
than the maximum round trip time in the network (typi-
cally less than 1s), while the value of TOHW has been
chosen based on the target convergence delay value.

As seen above, the choice of parameter values was
driven by our goal to achieve the convergence delay com-
parable to that of current implementations of the OSPF
routing protocol, which is typically around 30s [17, 2].
We find the comparison with OSPF interesting due to the
following: (a) as far as the authors are aware, no results
on convergence delay are currently available for related
efforts in the area of automatic discovery of neighbour
ANNs (e.g. [10]), (b) routing protocols provide analo-
gous functionality to neighbour discovery protocol: after
a perturbation occurs in the network, the routing proto-
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col has to accordingly reconfigure the physical network
(i.e. routes in the network) as soon as possible in order
to minimise the disruption in communication caused by
the perturbation, and (c) OSPF is among the fastest rout-
ing protocols, i.e. among the protocols with the smallest
convergence delay.
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Figure 5. Impact of the handshake probability p on protocol
convergence probability, when a new ANN is added

Figure 5 depicts that the handshake probability p sig-
nificantly impacts the protocol convergence probability
when a new ANN is added. For example, when p = 30%,
only N = 7 periods of TOHW are required for the con-
vergence probability of 99%. When p = 15%, N = 16
periods are required for the same convergence probability.
Given that the first factor of (2) is predominant, the value
of p = 15% more than doubles the convergence delay in
comparison to the value of p = 30%.

4 Related work

In existing networks, there are several neighbour discov-
ery protocols, for example ICMP Router Discovery [6],
IPv6 Neighbor Discovery [13], and OSPF Hello ex-
change [11]. However, these protocols are based on the
assumption that neighbouring nodes are connected to the
same physical link. These protocols do not work in active
overlays, where two neighbour nodes are not necessarily
directly physically connected.

Application Layer Active Networks (ALAN) [7] and
Active Network Overlay Network (ANON) [4] explicitly
address the notion of active overlays. ALAN is a specific
model of active networking that facilitates programma-
bility not by enhancing routers but rather by adding dedi-
cated servers to the network for execution of active code.
An integral part of ALAN is the discovery protocol, but
this protocol is only aimed at building a large distributed
database of all active nodes [8].

ANON is an experimental protocol, which has been
defined by the active network community to enable in-

terconnection of EEs [4]. Similarly to ALAN discovery,
core ANON nodes (called hubs) use the protocol message
“announce neighbours” only to maintain an updated dis-
tributed database of core ANON nodes.

The ABone is a virtual active network testbed, which
has been initially established for the active network re-
search program funded by DARPA [1]. Activities on de-
sign, construction and operation of the ABone have re-
sulted in some novel technologies. One of these is the pro-
posed ABone mechanism for dynamically extending the
ABone topology called DANTE—Dynamic Active Nets
Topology Extension [3]. DANTE enables dynamic ad-
dition of active nodes at the edge of the ABone. How-
ever, it is limited by the assumptions that the ABone core
is static and that the attachment point (node) is statically
pre-configured.

The RADAR protocol [10] is an extension of the
ANTS toolkit, which enables ANNs to dynamically dis-
cover neighbour ANNs. This effort is closely related to
our own work and the two bear many similarities. How-
ever, the two solutions differ in their main goals and
technical approaches. RADAR does not search for all
neighbour ANNs, since it is concerned with the proto-
col bandwidth consumption. Instead, it configures a sub-
optimal active overlay, i.e. a “good” match to the under-
lying IP-infrastructure. This way, it strives to achieve a
low protocol bandwidth overhead for the cost of config-
uring suboptimal routes between neighbour ANNs in an
active overlay. Contrary to RADAR, our protocol strives
to keep an active overlay the optimum match to the un-
derlying IP-infrastructure at all times. Therefore, we are
primarily concerned with the protocol convergence speed.
We believe that the use of optimal routes between ANNs
can yield bandwidth gains which outweigh the additional
bandwidth overhead incurred by the neighbour discovery
protocol.

5 Conclusions and future work

We have shown that (sets of) active nodes form active
overlays. The core of this paper and its main contribu-
tion is the definition of the protocol, which enables ac-
tive nodes to automatically discover their “direct” neigh-
bours in those active overlays that a node is a member
of. This eliminates the need for cumbersome manual
(re)configuration of active nodes and contributes towards
the development of self-organising active networks.

We have developed a proof-of-concept prototype of
the protocol to verify and demonstrate the validity of its
basic principles. We have also carried out several ex-
periments with the prototype. Experimental results indi-
cate that the protocol reacts to network perturbations with
quite reasonable speed. The protocol as presented in this
paper does not cover some special cases, such as directed
IP-networks and load balancing over equivalent multiple



paths. However, the work is already underway to add ex-
tensions to the basic protocol that address these situations.
Future work also includes formal analysis of the protocol
and further experiments to gain a more thorough under-
standing of the protocol operation.
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Borka Jerman Blažič is Head of the Laboratory for Open Sys-
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